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Goal of This Talk

Why Service Oriented Architectures May Be Failing 
Your Company

How Service Virtualization Can Help You Utilize and 
Manage Service-Oriented Architectures



SOA
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What is SOA

Ã "SOA is a framework enabling application functionality to be 
provided, discovered and consumed as re-usableWeb Services 
sets. While Web Services do not equal SOA, it's one of the enabling 
standards. SOA abstracts complexity and implementation details, 
making it an ideal architectural mindset to leverage functionality 
trapped within mainframe/midrange systems." 
Scott Rosenbloomis chief strategist with WRQ Inc.

Ã "Secure, integrated delivery of IT solutions meeting business 
requirements. Solutions must implement, optimize and guide 
business process execution by combining the functionality of 
separate, discreet, reusable services. SOA moves away from 
complex application development, promoting a focus on 
standardizing interfaces between atomic service components with 
centralized management and distributed implementation." 
Dave Morris, I.T. Security Lead TransAltaCorp.



What is SOA (cont.)

Ã "Service-oriented architecture is an architectural discipline that 
centers on the notion that IT assets are described and exposed as 
Services. These Services can then be composed in a loosely-
coupled fashion into higher-level business processes, which 
providing business agility in the face of IT heterogeneity."
Ronald Schmelzer, analyst, ZapThinkLLC

Ã άLƴ {ŜǊǾƛŎŜ-Oriented Architecture autonomous, loosely-coupled 
and coarse-grained services with well-defined interfaces provide 
business functionality and can be discovered and accessed through 
a supportive infrastructure. This allows internal and external 
system integration as well as the flexible reuse of application logic 
through the composition of services."

Malte Poppensiekerat the University of Trier



Why is SOA Failing You?
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Why is SOA Failing You?

Service
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What is Service Virtualization

ÃService Virtualization leads off where 
Hardware Virtualization stops

Ã Functionality designed to reduce complexity 
of communication, location and control as 
service networks increase in size.



What are Service Policies?

Ã Policies are dynamically applied at runtime

Ã Policies are declarative

Ã Policies are administrative

Ã Policies are effectively an Aspect of a service



Example Service Policies

Ã Authentication

ÄHTTP basic and digest

ÄWSS UTP, x509, Kerberos, SAML, REL, etc

Ã Authorization

ÄLDAP, MSAD, etc

Ã Confidentiality and Integrity

ÄSSL/TLS, W3C XML encryption, signing

Ã Auditing / Throttling / Error Logging / Load 
Balancing / Resource Consumption / SLAs



How Can it Impact Your Business

Ã Centralization

Ã Consistency

Ã Manageability

Ã Dynamic Scalability

Ã Instrumentation

Ã Agility

Ã Separation from 
application

Ã Scaling and fault 
tolerance demands

Ã Operational readiness 
maturity

Ã Human Scale

Benefits Side Effects



Separation of Responsibilities

Service Policies

Services

Architect Sys Ops Analysts Security

Architect Developers QA


